
 

 
ICMS Chair 

Axis 6: Resilience By Design  
PhD topic proposal 

“Dynamic cybersecurity strategies for automotive CPS” 
J. Leneutre, V. Malvone 

(IP Paris, Télécom Paris, LTCI, ACES) 
 
  
 
Keywords: Cybersecurity, Automotive CPS, Moving Target Defense, Threat Modelling, Security 
Game, Multi-agent system verification 
 
 
Abstract 
 
In cybersecurity, dynamic (or active) defense mechanisms such as "Moving Target Defense" 
(MTD) mechanisms, aim to disrupt the inherent advantage that an attacker possesses over the 
defender when targeting a system by making the system dynamic, thereby limiting the attackers' 
actions over time. Integrating such mechanisms into a classical security approach, which is 
usually based on static prevention or detection mechanisms, could enhance the resilience of an 
automotive Cyber-Physical System (automotive CPS) against new cyberattacks. However, these 
mechanisms are challenging to implement in practice as they can significantly impact system 
performances. The objective of this PhD is to provide methods, models, and tools to define and 
implement a cybersecurity strategy based on MTD mechanisms adapted to the context of 
automotive CPSs. 
 
 
Context 
 
Usual cybersecurity approaches based solely on static protection mechanisms introduce an 
asymmetry at the advantage of the attackers. On one hand, a defender must deploy a system 
incorporating security mechanisms at a given time, using state-of-the-art methods, tools, and 
implementations available at the time of deployment. On the other hand, the attacker can take 
their time to study the deployed system to find vulnerabilities (both known and unknown, such 
as zero-day vulnerabilities) and develop scenarios to compromise the system (possibly based 
on new attack methods). In the context of a “static” target system, given enough time, the 
attacker will eventually find vulnerabilities and exploit them. The question is not whether the 
system will be compromised but when. In other words, the attacker has the opportunity to learn 
the system's defense strategy, whereas for the defender, by the time they understand the 
attacker's strategy, it is often too late. This asymmetry is particularly pregnant when considering 
cybersecurity risks in the context of an automotive Cyber-Physical System (automotive CPS) 
as demonstrated by the Cherokee Jeep hack performed at Black Hat 2015 
conference [MV2015]. A crucial challenge is therefore to anticipate unplanned future 
vulnerabilities and attacks in order improve the resilience of automotive CPS. 
 
Dynamic (or active) cybersecurity approaches such as the Moving Target Defense (MTD) 
approach could be very helpful to answer to this challenge. The MTD approach is a relatively 
new cybersecurity paradigm that emerged in the late 2000s [GPS2009]. It aims at removing the 
inherent advantage that an attacker possesses over the defender, by enabling dynamic 



 

reconfigurations of parts of the systems to limit the attack launch time interval. These 
reconfigurations may target the run-time environment, the software stack, the representation of 
the data, the network or the computing platform (see [CSA2020] for a general survey about 
MTDs). Recently, several works applied MTDs in the context of Automotive Cyber-Physical 
Systems [PZC2022]. For instance [WMY2019] proposes a Controller Area Network (CAN) 
protocol address shuffling technique that changes a sender ID whenever an Electronic Control 
Unit (ECU) transmits a data frame using one-time IDs. Another example is the work in 
[YCK2019], that proposes a Software Defined Networking (SDN) based in-vehicle network 
architecture to periodically change the IP addresses of ECUs. 
 
Integrating dynamic defense mechanism such as MTDs in the cybersecurity policy seems to be 
promising approach to improve the resilience of automotive CPS. However, the relevance of 
its applicability to automotive domain requires to take into account specific constraints of this 
domain. First, MTD mechanisms that would require some specialized hardware, would increase 
the manufacturing costs of the end product, making it not as likely to be implemented from a 
business perspective. Secondly, most of MTD mechanisms depend on dynamic instrumentation 
to manipulate processes at runtime, and increase the performance overhead on systems: it may 
have a negative impact on real time or safety constraints. Transitioning from one configuration 
to another may require the defender to manage (i) downtime, (ii) ongoing legitimate requests 
that were directed to the previous configuration in a transparent manner, and/or (iii) maintaining 
different configurations running simultaneously to facilitate a quicker transition. A challenge is 
therefore to be able to select the relevant MTD mechanisms (the less invasive and most 
efficient) and use them sparingly in order to ensure an acceptable tradeoff between the security 
level and the impact on the system.  
 
In this context, defining a defense strategy based on MTD mechanisms requires determining 
the set of possible configurations for the target (WHAT to move) as already described before, 
but also the movement function (HOW to move), and the timing function (WHEN to move). 
Examples of movement functions includes shuffling of configuration parameters (network 
address shuffling), diversification (modification of the implementation of an application), 
replication (use of several communication channels). The timing function may use a constant 
frequency (the configuration change occurs after a constant period of time) or a variable 
frequency (the period of time after which the configuration change occurs varies depending on 
the current state of the system. In the latter case the change can be reactive and based on a 
triggering event (such as the detection of an attack) or pro-active and based on a strategy. 
 
 
Objectives 
 
The objective of this thesis is to provide methods, models, and tools to define and implement a 
security strategy based on dynamic defense mechanisms that is well adapted to the context of 
automotive CPS. These dynamic defense strategies will have to delicately balance the tradeoff 
between cybersecurity and real time constraints, while maintaining the safety constraints of the 
systems. 
 
To this end, this PhD proposes to study the integration of active defense mechanisms into the 
security architecture of the connected vehicle, right from the design phase, in order to improve 
its resilience. It will focus in particular on MTD mechanisms, which involve dynamically 
reconfiguring certain parts of the system. 
 



 

The following challenges in particular will need to be addressed: 
• On which part of the vehicle and when should these reconfigurations take place? 
• How can we assess the efficiency of this type of mechanisms and their impacts on 

connected vehicle services? 
• How to take into account “intelligent attackers” who adapt their strategy depending on 

the defense strategy? 
• How can we find the right trade-off between the level of resistance to attacks and the 

impact on the services provided by the connected vehicle? 
• How can we be sure of the deployment strategy chosen for these mechanisms? 

 
 
Brief State of the Art 
 
Most of the works on MTDs have focused on the WHAT and HOW questions, providing and 
evaluating new MTD mechanisms [TKB2016, XGZ2014]. More recently, some work has 
focused on the WHEN to reconfigure [LDZ2017, SVK2017, FZM2017, LZ2019], but these 
contributions focus on the domain of web applications, with requirements, choices of MTD 
mechanisms, and models that are not adapted to the context of automotive domain. The work 
in [AKB2022]1 is one of the few tackling this question in the context of automotive CPS. It 
uses non cooperative game theory to model the interactions between different types of attackers 
and the defender of the vehicle. The resolution of the game allows the defender to choose an 
optimal deployment strategy of MTD that secure the system in the best possible way against 
the different attackers. This optimal strategy is computed as the Nash Equilibrium of the game2. 
In order to be solvable, this work consider has to consider a simple abstract game model: it only 
considers one step attack scenarios (i.e. attack scenarios where the attacker performs only on 
action, and not a sequence of actions) and it does not take into account the vulnerability 
dependencies between the services in the vehicle. Furthermore, it does allow to reason fully on 
the game strategies in order to be able to prove other properties than the existence and unicity 
of Nash Equilibrium. 
 
 
Method & Expected Results 
 
In this PhD, we propose to study the definition of operational and optimal MTD defense 
strategies in the presence of multi-stage attack scenarios modelled realistically. To achieve this, 
we will rely on an explicit modelling formalism of complex attack scenarios, such as attack 
trees (or attack-defense trees) [KPS2014, WAF2019] or attack graphs [LI2005]. 
 
Furthermore, a prerequisite will be to identify the complete range of MTD techniques that can 
be used in a typical vehicle architecture. For each of these techniques, it will be necessary to 
evaluate and model its effectiveness as well as its impact on the functionalities of the vehicle's 
services. 
 
We will then rely, on one hand, on the modelling of attack scenarios and, on the other hand, on 
the modelling of the selected MTD mechanisms to represent the interactions between the 
attacker and the defender in the form of an attack/defense game. This will take into account 

 
1 This work has been funded by the C3S chair. 
2 A Nash equilibrium is a situation where no player could gain by changing their own strategy (holding all other 
players' strategies are fixed). 



 

“strategic attackers” who adapt their behaviors to the defender's actions (previous configuration 
changes). 
 
Next, we aim to use model checking techniques for multi-agent systems [Jam2010] to analyze 
the previously defined game and find optimal strategies for the defender while taking the attack 
scenarios into account. For this, we will leverage a previous contribution from our team that 
proposed a novel temporal logic called Obstruction Logic [CLM2023, CLM2024]: this logic 
allows to reason both on the attacker strategies (trying to progress in the attack graph) and the 
defender strategies (trying to block the attacker by removing edges in the attack graph). An 
efficient model checking procedure to verify security properties specified in this logic has been 
designed and implemented. 
 
The contributions of this thesis must be validated on an experimental platform demonstrating 
their relevance and effectiveness within the framework of one or more predefined realistic case 
studies in consultation with industrial partners. A typical case study will define a set of realistic 
attack scenarios (that could be executed on the eplatform) and a set of MTDs (that could be 
deployed on the platform). 
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